CGS Cybersecurity Services

SECURITY IS AN
ENTERPRISE-WIDE BUSINESS
RISK: Not just an [T problem!

Early Detection and Rapid Incident Remediation Is Mission Ciritical

"Coping with cybersecurity is one of the defining challenges facing business today. An endless

stream of attacks from criminals, nation states and activists has companies on edge and uncertain of

how to respond...you can't make your company invulnerable to attack, but you can cope.”

- Steve Rosenbush, Editor of The Wall Street Journal's CIO Journal

Most companies put cybersecurity under the technology umbrella, which forces their IT teams to focus on patching
and maintaining vulnerabilities to the best of their knowledge and skill. That is simply not enough. A proactive, holistic
approach to protecting your business assets can prevent attacks, minimize damage, and ensure that your company

survives an attack and recovers faster.

Trusted Cyber Defense Services

Our security solutions balance the demands of keeping your business safe without limiting innovation and growth.
They are customizable to your business needs, and include:

ADVISORY SERVICES @

* Improve your security maturity
* Apply industry best practices

* Establish governance and
compliance practices

* Employee awareness training

CYBERSECURITY ASSESSMENT E
v

* Vulnerability scanning
* Network Pentest
* Prioritization of discovered risks

Independent Risk

Assessment Report:

details significant security exposures
and provides recommendations for
prioritized remediation

REMEDIATION SERVICES ,9.
* Securing your systems LO

* Restoring back-up data post-attack
* Infection containment and clean up

* Upgrade vulnerable systems &
hardware

* Digital forensic analysis

MONITORING AND NP
INCIDENT RESPONSE

* Leveraging Artificial @

Intelligence and machine learning
to detect anomalies, incidents
and enable actionable insights

* Minimize attack induced downtime
* DDoS response & mitigation

Real-time protection
and prevention, 24x7
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Our Approach
eee  as CGS provides a balanced approach that reduces the risk of cyber-attacks on your business, without bringing
Certifications operations to a halt.
PCI Compliant Our work begins with a Cybersecurity Assessment which includes interviews with technical and business

executives, conducting vulnerability scans and network penetration testing. The findings are packaged into an
independent Risk Assessment Report that provides you with the details on your most significant risk exposure,
the potential consequences of an attack, and recommendations on remediation steps customized for your business
Global SOC Il Type 1 needs, available resources and risk tolerance.

---------------- CGS Cybersecurity Monitoring services then collect and analyze the data from security events and related
- intelligence in real-time, 24x7. This enables you to respond to more immediate threats with greater agility without

disrupting business operations.
IS0 9001- 2018-2020 P ’
I/?b We will be a proactive partner in managing threats and minimizing the financial and organizational impact that a
oy disruption can have on your business operations. By outsourcing Cybersecurity projects, you free up your internal team
to focus on your core competencies and the innovative projects that drive your business forward.

CGS HAS BEEN RECOGNIZED BY LEADING ORGANIZATIONS: THECHANNELCO.

CRN

CGS: RECOGNIZED AS ONE OF THE
w05, 20 MOST POWERFUL CLOUD COMPANIES

/ZIAOP 2017
&

2017 TECH ELITE 250 & MSP ELITE 150

About CGS

CGS's Technology Outsourcing group powers clients’ fundamental technology needs with the right people,
processes and tools.

CGS is a business applications, enterprise learning and outsourcing services company that supports clients’ most
fundamental business activities. Founded and headquartered in New York City for more than 30 years, our company
is wholly focused on creating comprehensive solutions that meet clients' complex, multi-dimensional needs.

We employ more than 7,500 professionals across North America, Latin America, Europe, Asia and the Middle East.

For more information, please visit www.cgsinc.com.

Computer Generated Solutions, Inc.
200 Vesey Street

Brookfield Place

New York, NY 10281-1017
212-408-3809

www.cgsinc.com
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